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1
RANDOM NUMBER GENERATING METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to a random num-
ber generating method and, more particularly, to a random
number generating method that can determine the level of
randomness of iput values thereof.

2. Description of the Related Art

Random number has been widely adopted in a vaniety of
fields such as cryptography, game theory, quantum machine,
statistics, etc. When random number 1s applied to an encrypt-
decrypt system or game system having random processes, the
safety of the encrypt-decrypt system and the randomness of
the game system can be improved if the random numbers are
generated 1 a high level of randomness with extremely low
predictability.

Conventional random number generators include True
Random Number Generator (TRNG) and Pseudo Random
Number Generator (PRNG). TRNG uses random events as
input signals to generate a true random number. Such random
events may be randomly-generated noises or signals. PRNG
uses soltware or mathematic algorithms to randomly generate
a virtual random number. However, the virtual random num-
ber 1s obtained through mathematic algorithms in essential
and 1s therefore expectable. As a result, when the random
number generator 1s applied to a protection system associated
with the encrypt-decrypt system, the satety of the protection
system cannot be assured if the sequence 1n generating the
virtual random numbers 1s cracked.

Although TRNG 1s capable of generating a true random
number with higher unpredictability, the final output of
TRNG also has a greater similarity 1f the random event has a
certain rule of randomness within a predetermined period of
time, making it difficult to ensure a greater difference
between two continuously-generated numbers. Therefore,
the falling points of the generated random numbers are too
close. In light of this problem, 1t 1s desired to provide a
random number generating method with better performance.

SUMMARY OF THE INVENTION

It 1s therefore the primary objective of this invention to
provide a random number generating method which gener-
ates random numbers 1n high unpredictability.

It 1s another objective of this invention to provide a random
number generating method which generates random numbers
with better random distribution.

The mvention discloses a random number generating
method comprising a sample selection step, an operation
value setting step, a randomness level determination step, an
operation value processing step, a random number generation
step and a random number processing step. The sample selec-
tion step sends a signal source recetved by a sampling device
to a transcoder for outputting a data sequence, and randomly
retrieves a segment of data having an operation length from
the data sequence via an operation unit, wherein the ran-
domly-retrieved data segment 1s used as a seed. The operation
value setting step converts the seed into a first one of a plu-
rality of operation values via a setup algorithm contained in
the operation unit, wherein the plurality of operation values
other than the first operation value 1s mitially set as 0. The
randomness level determination step determines whether a
difference between the first one and a second one of the
plurality of operation values 1s larger than a threshold value
via the operation unit. Upon negative determination of the
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randomness level determination step, the operation value pro-
cessing step determines whether a total number of times the
first operation value has been inputted into the operation
value processing step for executions 1s larger than a predeter-
mined value. The first operation value 1s reset by a reset
algorithm contained 1n the operation unit and the operation
value processing step 1s re-performed 11 the determination of
the operation value processing step 1s negative, and the
sample selection step 1s re-performed if the determination of
the operation value processing step 1s positive. Upon positive
determination of the randomness level determination step, the
random number generation step converts the plurality of
operation values into a random number via a random number
algorithm contained 1n the operation unit. The random num-
ber processing step calculates a total number of bits of the
random number via the operation unit. The operation value
setting step 1s performed if the total number of bits of the
random number 1s not a multiple of the operation length of the
seed, and a latest random number having a length equal to the
operation length 1s set as the seed and the operation value
setting step 1s re-performed 11 the total number of bits of the
random number 1s the multiple of the operation length of the
seed.

In a preferred form shown, the plurality of operation values
comprises the first operation value, the second operation
value and a third operation value. The second and third opera-
tion values are initially set as O.

In a preferred form shown, the setup algorithm 1s Ci=10+
(RND,,,,.*(CP1<<2)+R)%25. C1 1s the first operation value,
CP11s the second operation value, RND, . 1s the seed, 11s the
number of the retrieved data segments, R 1s a total number of
times the setup algorithm has been performed, <<2 represents
2 bits of leftward data shift, and %23 represents a remainder
obtained by dividing a result value of 10+(RND, *1+
(CPi<<2)+R) by 25.

In a preferred form shown, the difference between the first
and second operation values 1s calculated according to the
following formula: (Ci-CPi)”.

In a preferred form shown, the reset algorithm 1s: C1=10+
(CP1+(C1"W)+R)%25. W represents the total number of times
the first operation value has been 1inputted into the operation
value processing step for executions, and the symbol " repre-
sents an exponential operator.

In a preferred form shown, the random number algorithm
1S:

bvte

DCP, BCPP,DCPP,E . .. DCPP,),

wherein & represents an AND operator, D represents an XOR
operator, and bit[1] represents the random number.

In a preferred form shown, wherein the random number
processing step comprises: a bit number determination step
determining whether the total number of bits of the random
number 1s the multiple of the operation length of the seed via
the operation unit; a second operation value designation step
designating the second operation value as the first operation
value and performing the operation value setting step via the
operation unit, upon negative determination of the bit number
determination step; a third operation value designation step
designating the third operation value as the first operation
value upon positive determination of the bit number determi-
nation step; and a seed designation step setting the latest
random number having a length equal to the operation length
as the seed via the operation unit upon positive determination
of the bit number determination step.

In a preferred form shown, the threshold value 1s set as halt
of a variance of the first 1K bytes of the data sequence.
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In a preferred form shown, the predetermined value 1s 100.

BRIEF DESCRIPTION OF THE DRAWINGS

The present mvention will become more fully understood
from the detailed description given heremafter and the
accompanying drawings which are given by way of 1llustra-
tion only, and thus are not limitative of the present invention,
and wherein:

FIG. 1 shows a block diagram of a random number gener-
ating system according to a preferred embodiment of the
invention.

FIG. 2 shows a flowchart of a random number generating,
method according to the preferred embodiment of the inven-
tion.

FIG. 3 shows a detailed flowchart of a random number
processing step of the random number generating method.

In the various figures of the drawings, the same numerals

designate the same or similar parts. Furthermore, when the

term ““first”, “second”, “third”, *“fourth”, “inner”, “outer”
“top”, “bottom™ and similar terms are used hereimnafter, 1t
should be understood that these terms refer only to the struc-
ture shown 1n the drawings as 1t would appear to a person
viewing the drawings, and are utilized only to facilitate

describing the invention.

DETAILED DESCRIPTION OF THE INVENTION

The term “carry configuration” referred hereinafter 1s a
configuration that reflects the carry of a numerical or coding
system, such as a binary, octal or decimal configuration.

The term *“data sequence” referred hereinatter represents a
plurality of continuous data codes consisting of a plurality of
numbers or symbols, such as 1100, 01011110, etc.

The term “operation length” referred hereinafter represents
the number of bits contained 1n a data sequence. For example,
the operation length of the data sequence 1100 1s 4.

The term “variance” referred hereinaiter 1s represented as

» _ I —p)”
N e

o

wherein X, 1s data value, u 1s an expected value of the data
value, and N 1s the total number of data.

FIG. 1 shows a block diagram of a random number gener-
ating system comprising a sampling device 1 and a processing
unit 2 connected to the sampling device 1. The sampling
device 1 1s used to receive and send a source signal to the
processing unit 2 which, in turn, performs operations associ-
ated with random number generation based on the recerved
source signal. The source signal may be a video signal, and
the sampling device 1 may be a video camera receving the
video signal. Alternatively, the source signal may be an audio
signal, and the sampling device 1 may be a microphone
receiving the audio signal. However, the sampling device 1
and the source signal are not limited thereto.

The processing unit 2 comprises a transcoder 21 and an
operation unit 22. The transcoder 21 converts the source
signal from analog form to digital form and outputs a data
sequence. In this embodiment, the data sequence 1s a binary
code such as 0101110. The operation unit 22 may receive the
data sequence from the transcoder 21 and perform retrieval or
calculation on the data sequence to retrieve a data segment.

The random number generating system may perform a
random number generating method as shown 1n FIG. 2. The
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4

random number generating method comprises a sample
selection step S1, an operation value setting step S2, a ran-
domness level determination step S3, an operation value pro-
cessing step S4, a random number generation step SS and a
random number processing step S6.

The sample selection step S1 1s adapted to send a signal
source recerved by the sampling device 1 to the transcoder 21
for outputting a data sequence, and to randomly retrieve a
segment of data having the operation length from the data
sequence. In other words, the randomly-retrieved data seg-
ment 1s used as a seed. The source signal received by the
sampling device 1 may be converted into the digital form via
the transcoder 21, and the digital signal 1s outputted as the
data sequence. The operation unit 22 may randomly retrieve
a segment of data having the operation length from the data
sequence and uses the retrieved data segment as a seed for
further operations. For example, assume the data sequence
outputted by the transcoder 21 1s 0011101000101 and the
operation length 1s set as 8, the operation unit 22 retrieves a
segment of data 00111010 or 01110100 from the data
sequence 0011101000101 as a seed.

The operation value setting step S2 1s adapted to convert
the seed 1nto an operation value via a setup algorithm con-
tained in the operation unit 22. The operation value 1s an input
value required for random number generation. The seed can
be converted 1nto the operation value via the setup algorithm
embedded 1n the operation unit 22. The setup algorithm 1s, but
not limited to, as follows:

Ci=10+(RND,,, *i+(CPi< <2)+R)%23, (1)

wherein Ci 1s a first operation value, CP11s a second opera-
tion value, and RND, . 1s the seed having a length of 8 equal
to 1 byte. Also, 11s the number of the retrieved data segment
(s), R 1s the total number of times the setup algorithm has been
performed, <<2 represents 2 bits of leftward data shaft, and
%235 represents a remainder obtained by dividing the preced-
ing result value by 23.

Specifically, 1 the operation unit 22 randomly retrieves
only one data segment from the outputted signal of the
transcoder 21, 1 will be 1. At this point, only C, 1s calculated.
If the operation unit 22 randomly retrieves two data segments
from the outputted signal of the transcoder 21, 1 will be 2,
which requires calculations of C, and C,. To provide a better
understanding of the invention, 11s taken as 1 1n the following
example for 1llustration purpose.

In the embodiment, the first operation value C, and the
second operation value CP, may be 1mitially set as 0. There-
fore, when the setup algorithm (1) 1s 1mtially executed, the
setup algorithm (1) only retrieves the seed RND, . from the
data sequence outputted by the transcoder 21. The result value
ofthe seed RND,, . 1s specified as the first operation value C, .
The randomness level determination step S3 determines
whether a difference between the first operation value C, and
the second operation value CP, 1s larger than a threshold
value. If so, the random number generation step S5 1s per-
formed. If not, the operation value processing step S4 1s
performed. In this embodiment, the threshold value 1s set as
half of the variance of the first 1K bytes (1000 bytes) of the
data sequence. Since both the first operation value C, and the
second operation value CP, are used as mputs for random
number generation, the randomness level determination step
S3 may keep the first operation value C, and the second
operation value CP, from being too close to each other. Thus,
when the difference between the first operation value C, and
the second operation value CP, 1s larger, the generated ran-
dom numbers also have better random distribution without
falling within a small range. The difference between the first
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operation value C, and the second operation value CP, may
be calculated 1n the following manner:

(Ci—-CPi)?

L] [T

The above formula calculates the square of the difference
between the first operation value C, and the second operation
value CP,. The obtained value from the formula 1s then com-
pared with the threshold value.

Upon negative determination of the randommness level
determination step S3, the operation value processing step S4
determines whether a total number of times (which 1s called
“reset times” hereinafter) the first operation value C, has been
inputted into the operation value processing step S4 for
executions 1s larger than a predetermined value. If so, the
sample selection step S1 1s performed. If not, the first opera-
tion value C, 1s reset by a reset algorithm contained 1n the
eperatien umt 22, and the randomness level determination
step S3 1s then performed again. Upon determination of the
randomness level determination step S3, if the difference
between the first operation value C, and the second operation
value CP, 1s smaller than the thresheld value, the first opera-
tion value C, has a larger similarity with the second operation
value CP,. In this situation, the first operation value C, must
be reset by the reset algorithm of the operation unit 22. This
ensures a larger difference between the first operation value
C, and the second operation value CP,. The reset algorithm
may be represented, but not limited to, as follows:

Ci=10+(CPi+(Ci"W)+R)%25, (2)

wherein W represents the reset times and the symbol
represents an exponential operator.

Specifically, the operation unit 22 counts the number of
reset times each time the first operation value C, 1s reset, and
performs the randomness level determination step S3 there-
after. If the determination of the randomness level determi-
nation step S3 is still negative, the reset algorithm (2) resets
the first operation value C, again and adds up the current
number of reset times by 1. When the number of the reset
times 1s larger than the predetermined value, 1t means that the
first operation value C, and the second operation value CP,
generated by the source signal have a larger similarity. Thus,
it 1s required to re-perform the sample selection step S1 to
obtain a new signal source. Based on the new signal source, a
new data segment may be obtained 1n a random manner and
used as a seed. Then, anew first operation value C, 1s obtained
through the setup algorithm (1). The predetermined value
may be determined as desired. In this embodiment, the pre-
determined value 1s set as 100. As such, the sample selection
step S1 1s re-performed once the number of the reset times 1s
larger than 100.

Upon positive determination of the randomness level deter-
mination step S3, the random number generation step S5 uses
a random number algorithm contained 1n the operation unit
22 to convert the obtained operation values into a random
number. The random number algorithm may be represented,
but not limited to, as follows:

BCP,HCPP,BCPP,E . .. BCPP,), (3)

wherein & represents an AND operator, & represents an
XOR operator, CPP, represents a third operation value, and
bit[1] represents the generated random number which 1s 1 bat.
Specifically, assume that the first operation value C, 1s calcu-
lated as 10101010 and both the second operation value CP,
and the third operation value CPP, are mitially set as zero
when the random number algorithm (3) 1s first performed, the
random number algorithm (3) may be expressed as
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6

1&(10101010). The “1” may be expressed as 00000001 and
therefore the last bit 0 will be outputted as the random num-
ber.

The random number processing step S6 calculates the total
number of bits of the random number with the operation unit
22. If the total number of bits of the random number 1s not a
multiple of the operation length of the seed, the operation
value setting step S2 1s performed. IT the total number of bits
of the random number 1s a multiple of the operation length of
the seed, the latest random number having a length equal to
the operation length 1s set as the seed. Referring to FIG. 3,
specifically, the random number processing step S6 com-
prises a bit number determination step S61, a second opera-
tion value designation step S62, a third operation value des-
1gnation step S63 and a seed designation step S64.

The bit number determination step S61 determines
whether the total number of bits of the random number 1s a
multiple of the operation length of the seed. IT not, the second
operation value designation step S62 1s performed If so, the
third operation value designation step S63 1s performed In
this embodiment, since the operation length 1s 1 byte (which
1s 8 bits), the bit number determination step S61 determines
whether the total number of bits of the random number 1s a
multiple of 8.

Upon negative determination of the bit number determina-
tion step S61, the second operation value designation step
S62 uses the operation unit 22 to designate the second opera-
tion value CP, as the first operation value C,, and performs
the operation value setting step S2 thereafter. Since 1 bit of
random number 1s generated each time the random number
generation step S3 1s performed, the first random number
generated by the random number generation step S3 has only
one bit. At this point, the random number processing step S6
determines that the total number of bit of the random number
1s 1. Therefore, the random number processing step S6 des-
ignates the second operation value CP, as the first operation
value C, and re-performs the operation value setting step S2,
the randomness level determination step S3, the operation
value processing step S4 and the random number generation
step S5 to generate another random number with one more
bit. The above steps are successively performed until a ran-
dom number with a total number of bits being the multiple of
8 1s generated. During the process, the second operation value
CP, 1s designated as the first operation value C,; and the
procedure goes back to the operation value setting step S2 to
calculate a new first operation value C, using the second
operation value CP, (e.g. using the previous first operation
value C,). This allows different values to be generated in
different times of random number generation, ensuring
greater difference between the first operation value C, and the
second operation value CP,. Therefore, the generated adja-
centrandom numbers can be kept from being too close to each
other.

Upon positive determination of the bit number determina-
tion step S61, the third operation value designation step S63
uses the operation unit 22 to designate the third operation
value CPP, as the first operation value C,, and performs the
seed de31gnat1011 step S64 thereafter. In this embodiment, the
third operation value designation step S63 1s performed when
the total number of bits of the random number 1s a multiple of
8, designating the third operation value CPP, as the first
operation value C, .

Upon positive determinatien of the bit number determina-
tion step S61, the seed designation step S64 uses the operation
unit 22 to set the latest random number having a length equal
to the operation length as the seed. Specifically, when the
random number generation step S5 1s performed 8 times, an
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8-bit random number 1s generated. Based on this, the deter-
mination of the bit number determination step S61 1s positive,
leading to performances of the third operation value designa-
tion step S63 and the seed designation step S64. This replaces
the old seed with the latest random number having the opera-
tion length for further random number generation. When the
old seed 1s replaced by the latest random number having the
operation length, the third operation value CPP, also changes
at the same time. This ensures that the random number gen-
eration step S3 1s performed using different values, attaining
higher unpredictability of the generated random numbers.
Also, the operation value processing step S4 can ensure
greater difference among the operation values during the
process, keeping the adjacent random numbers from being
too close to each other.

The random number generating method i1s terminated
when the operation unit 22 detects a triggering condition. In
such a case, the operation unit 22 may 1ssue a termination
signal to terminate the whole procedures. The timing for
1ssuing the triggering condition 1s not limited. As an example,
the termination signal can be 1ssued when the generated ran-
dom numbers reach a certain quantity or when the source
signal has been used up. When the condition for 1ssuing the
termination signal 1s satisfied, the operation unit 22 may issue
the termination signal to terminate the whole procedures.

The proposed random number generating method can
replace the old seed with latest random number, thereby
attaining high unpredictability of the generated random num-
bers.

Although the mvention has been described in detail with
reference to 1ts presently preferable embodiment, 1t will be
understood by one of ordinary skill in the art that various
modifications can be made without departing from the spirit

and the scope of the invention, as set forth in the appended
claims.

What is claimed 1s:

1. A random number generating method comprising:

a sample selection step sending a signal source received by
a sampling device to a transcoder for outputting a data
sequence, and randomly retrieving a segment of data
having an operation length from the data sequence via an
operation unit, wherein the randomly-retrieved data seg-
ment 1s used as a seed;

an operation value setting step converting the seed into a
first one of a plurality of operation values via a setup
algorithm contained 1n the operation unit, wherein the
plurality of operation values other than the first opera-
tion value 1s 1mitially set as O;

a randomness level determination step determiming
whether a difference between the first one and a second
one of the plurality of operation values 1s larger than a
threshold value via the operation unit;

an operation value processing step determining whether a
total number of times the first operation value has been
inputted into the operation value processing step for
executions 1s larger than a predetermined value upon
negative determination of the randomness level determi-
nation step, wherein the first operation value 1s reset by
a reset algorithm contained 1n the operation unit and the
operation value processing step 1s re-performed 11 the
determination of the operation value processing step 1s
negative, and the sample selection step 1s re-performed 1
the determination of the operation value processing step
1S positive;

a random number generation step converting the plurality
of operation values 1nto a random number via a random
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number algorithm contained in the operation unit, upon
positive determination of the randomness level determi-
nation step; and

a random number processing step calculating a total num-

ber of bits of the random number via the operation unit,
wherein the operation value setting step 1s performed 11
the total number of bits of the random number 1s not a
multiple of the operation length of the seed, and a latest
random number having a length equal to the operation
length 1s set as the seed and the operation value setting
step 1s re-performed 1f the total number of bits of the
random number 1s the multiple of the operation length of
the seed.

2. The random number generating method as claimed 1n
claim 1, wherein the plurality of operation values comprises
the first operation value, the second operation value and a
third operation value, and the second and third operation
values are mitially set as O.

3. The random number generating method as claimed 1n
claim 2, wherein the setup algorithm 1s:

Ci=10+(RND,,_ *i+(CPi<<2)+R)%25,

byte

wherein Ci1 1s the first operation value, CP1 1s the second
operation value, RND,_, 1s the seed, 11s the number of
the retrieved data segments, R 1s a total number of times
the setup algorithm has been performed, <<2 represents
2 bits of leftward data shift, and %25 represents a
remainder obtained by dividing a result value of 10+
(RND,, .. *1+(CP1<<2)+R) by 25.

4. The random number generating method as claimed 1n
claim 2, wherein the difference between the first and second
operation values 1s calculated according to the following for-
mula:

(Ci—CPi)*.

5. The random number generating method as claimed 1n
claim 2, wherein the reset algorithm 1s:

Ci=10+(CPi+(Ci"W)+R)%?25,

wherein W represents the total number of times the first
operation value has been inputted into the operation
value processing step for executions, and the symbol ~
represents an exponential operator.
6. The random number generating method as claimed in
claim 2, wherein the random number algorithm 1s:

DCP BCPP,DCPPE . . . DCPP,)

wherein & represents an AND operator, D represents an
XOR operator, and bit[1] represents the random number.

7. The random number generating method as claimed 1n

claim 2, wherein the random number processing step com-
Prises:

a bit number determination step determining whether the
total number of bits of the random number 1s the multiple
of the operation length of the seed via the operation unit;

a second operation value designation step designating the
second operation value as the {first operation value and
performing the operation value setting step via the
operation umt, upon negative determination of the bat
number determination step;

a third operation value designation step designating the
third operation value as the first operation value upon
positive determination of the bit number determination
step; and

a seed designation step setting the latest random number
having a length equal to the operation length as the seed
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via the operation unit upon positive determination of the
bit number determination step.

8. The random number generating method as claimed in

claim 1, wherein the threshold value 1s set as half of a variance
of the first 1K bytes of the data sequence. 5

9. The random number generating method as claimed in
claim 1, wherein the predetermined value 1s 100.
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